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What Spammers Don’t
To Know About Permanently Blocking
Their Vicious E-mails!

Warning: Spam émails are not only annoying and time consuming, but
t heyor e al s dandereus toyourmpersomabprivacy and the
security of your computdiillions of computeusers are getting infected,
spoofed, and tricked by spaimails every year, forcing the user to pay
hefty fees to clean and restore their PCs back to working order,

There are 3 NEW dangers that all computer users must be aware of:

1. An increase in hijacked and spoofedmail addressesSpammers have discovered new
ways to make it appear as though their syaail & coming from YOUR computer. This could
result in having your Internet connection terminated or put on hold by youall8fhout your
knowledge. That is why good spam blocking software will not only block inbound spam from your
inbox, but also unauthorizedtboursgjham from your semse

2. An increase in viruscarrying spam Accidentally open a spasmmail carrying a nasty virus
and you can end up with big problems ranging from the slowing of your system to more serious
threats such as system crashes, data loss, identity theft, geglinectueb browser to porn sites,
and more.

3. Phishing spam A phishing #nail appears to be a legitimatead from a bank, vendor,
friend, or other trusted source. The purpose is to trick you into giving confidential information such
as bankaccouns, social security numbers, passwords,
already received a PayPal or bank spaail éhat said your account was going to be closed unless
you verified your information. It then directs you to a very convivelingite where you input
certain information the spammer is trying to glean. In reality, this is a malicious third party that is
going to use your information to open credit card accounts, access your account, steal money, and
cause you other major idgntind financial problems.

So what can we do about this?
First and foremost, itédés absolutely critical

a first lIine of defense. New gover preventing r eg ul
or stopping spammers so the responsibility lies on your shoulders.
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Next, you want to make sure you dondét throw \
in the first place. Once vy oudfraadcbhangingyosse a mmer 0
mail address can be a major inconvenience especially if you rely on it to stay in touch with important
business and personal contacts.

To reduce the chances of youmal address getting on a span@tist, here are 5 simple
preventative measures you can take that will go a long way in keesoidglimadus spam out of
your irbox.

1. Use a disposable-eail address.

If you buy products online or occasionally subscribe to web sites that interest you, chances are
youdre going to get spammed.

To avoid your mainmail address from ending up on their broadcast list, set up a free Internet e
mail address with Hotmhar Juno and use it when buying or opting in to online newsletters. You
can also use a throwawayadl address when making purchases or subscribing to newsletters (see
#4 below).

2. Pay attention to check boxes that automatically opt you in.

Wheneer you subscribe to a wate or make a purchase online, be very watchful of small, pre
checked boxes that say, o0Yes! I want to recei

If you do not urcheck the box to oiut, your email address can (and via#)sold to every
online advertiser. To avoid this from happening, simply take a closer look at every online form you
fill out.

3. Dondt p o-mail address on youawelsite, veb forums, or
newsgroups.

Spammers have special programgémaglean-mail addresses from wates without your
permission. If you are posting to a web forum or newsgroup, use your disjpoatllddzess
instead of your mainmaail address.

If youwanttopostanmai | address on y@oura nhdo nhea vpea gael,| ursee
forwarded to a folder in yourlino x t h mterferewith Your main address.

4. Create throwaway -enail accounts.
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If you own a web domain, all mail going to an address at your domain is probably set up to come
directly to pu by default. For example, amal addressed &mything@yourdomain.comill be
delivered to your ibox.

This is a great way to fight spam without missing out on impemaiisgou want to get. The
next time you sign up for a newsletter, use the title wethsiten your email address. For
example, ifthevebsite s t i tl ed owww. greatwidgets.com, 6 en
as your gnail address. If you get spammed, look at what atlidrepsem was sent to.

If greatwidgets@yourdomain.com shows up as the original recipient, you know the source since
that email address was unique to that web site. Now you can easily stop the spam by making any e
mail sent to that address bounce badhke sender.

5. Dondt open, -ouegbdbyioudspamamailst ry t o opt

Opening, replying to, or even clicking a boguswpink in an obvious spanrmail signals that
your email address is active, and more spam will follow.

The onlytime it is safe to click on the anptit link or reply to the-mail is when the message was
sent from a company you know or do business with (for example, a company that you purchase
from or a newsletter you subscribed to).

How To Permanently Stop Spam Fnm
Taking Over Your Inbox

As we said earlier, spam has become more than an aggravation; it now poses a serious threat to
your computer and your personal security. While the above tips will help some, the only way to
permanently stop spam is to install an industrial strengtfilggam

But beware!

Not all spam blockers are created equal, and some can end up blocking impaittaye
want to receive and be a pain in the neck to manage. At a minimum, your spam filtering software
should:

1. Make sure your spam filtemutomatically blocks emails coming from invalid email
addresses to your domainAlmost 90% of spam is sent to invalidael addresses at a
domain. What is an invalish&il? Any enail address that is not set up or assigned to a user.
For example, youay have 3-mail accounts in your organization; one for mary@, one for
john@, and one for yourname@ A spammer Wwi
ocoadmi n@6 your domain knowing that i1t wild.l
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2. User control Make sure your spam blocking softwioeskach user to configure their
own rules of what should be blocked and wh
trash is another mands treas-sizefdislal $@ome spam
approach and require that an administratthesetles for a particular inbox. This can be
frustrating and time consuming.

3. Spam Quarantine A good spam filtering solution should allow users to check the spam
guarantine to be sure gooemhails are not being caught. A daily email notice withfa list o
spam makes it very easy to verify thatnadlils stopped by the filter are really spam.

4. Spam LevelsFollowing along the lines of #3, a good spam filter has differing levels of
spam confidence. If am®il is an obvious piece of spam it should bgndged as suco
you dondt have tnwilorspanféanyemadil might ke spam buacougdo o d e
also be a validmail you may want to verify whether it is really spam. Spam or SureSpam,
you want tagnore the SureSpam but quicidsify he Spam.

5. Live Archive.Live archive is an added bonus feature that a good spam filtering service
should offer. If your-enail server crashes it may be a day or two before it is fully-back on
line. With Live Archive you have a specialsitetyou can gotn order to continue to
receive and reply tenaail while your service provider fixes yeuag ®rver. This is a
great way to keep a disaster from affecting your business.

Ideally, the BEST way to determine if a spam filter isaigittu ishrough a freetrial That & s
why we offer all of our clients a freenthioof spam filtering with our Exchange Defender program.

Call Us Today for 30 Days of FREE Spam Filtering

Hereds how it wor ksé

Fill in the formathttp:// www.yerkotech.com/spamblockeml You can also call us6d2636
6301

As soon as we receive your requesthfw | cont act you to set30up spa
daysFor the rest of thenonthh y ou 61 | -FREEjnlboy! a s pam

If at the end of the 3@ay period/ou absolutely LOVE yonewspanf r ee i nbox (and
confident you will), we can set you up with a permanenfikpeany account for as little & a
month.

Butfi you arendt a b siketing seeviceyfanirdasonatithe end of the 30h t hi s
day freetrial we 0| | remove t he sddhatimeanseno questionspnoc ost or
hassles, and no payment!
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